CRDFGLQ

CRDF GLOBAL
REQUEST FOR PROPOSAL
Deadline: January 20", 2026

Summary:

The International Research, Data, and Emerging Technology Security program at CRDF Global is committed to protecting
and defending advanced research, data, and technology from exploitation, theft, and IP infringement by adversarial
actors. To support this effort CRDF Global on behalf of the United States Department of State Office of Cooperative
Threat Reduction (CTR) is seeking experts to contribute to a comprehensive analysis of available research security tools.
Selected contractor(s) will collect, format, and analyze data on research security tools available to institutions across the
globe; provide a written summary of publicly available and private or proprietary tools; write a technical analysis of these
tools’ use cases, strengths, and weaknesses; and provide a prioritized recommendation set for development of new tools.
These outputs will inform a program to address critical gaps in support of global research security objectives, provide
useful tools to selected research institutions, and prevent adversary acquisition of sensitive, weapons applicable
research, data, and technology.

Scope of Work:

Contractor(s) will develop a comprehensive, defensible landscape and gap analysis of existing research security tools
(public/open-source and private/commercial). For the purposes of this scope, “tools” may include but is not limited to,
software platforms, analytic resources, frameworks, templates, checklists, guidance documents, or other practical
resources used to support research security practices. The study will: (1) develop a methodological framework for study
design, including proposing transparent inclusion and exclusion criteria appropriate to the objectives of the analysis; (2)
identify and catalogue existing tools and platforms used by research institutions to manage research security and related
risks; (3) evaluate whether tools could be adapted or scaled for global use; (4) evaluate strengths, limitations, adoption
barriers, and use cases; and (5) identify capability gaps and prioritize recommendations for new tool development or
procurement to meet selected partner institutional needs. Contractor(s) are encouraged to propose inclusive approaches
that capture both established and emerging practices within the research security domain.

The contractor(s) selected to develop the landscape analysis shall:

1. Create an exhaustive inventory of tools across relevant categories.

2. For each identified tool or resource, record clear, descriptive information in a structured inventory
database. Entries should capture, as applicable, the tool’s purpose and use case; format (e.g. template,
guidance document, framework, software, etc.); origin, creator, or vendor (if applicable); accessibility and
use conditions; key functions or components; known limitations; and, where relevant, licensing, cost, or
integration considerations.

3. Benchmark identified tools against a standardized framework (functionality, operational usefulness, cost,
sustainability) for ability to meet research security objectives at research institutions.
4, Conduct consultations to collect practitioner needs, pain points, and desired features not covered by

current tools.

5. Produce a prioritized gap analysis and actionable recommendations for (a) gaining access to existing tools
for additional institutions, (b) scaling or expanding existing tools, (c) new tool development, and (d) how
identified gaps should be addressed over the near-, medium-, and longer term.

6. Provide a full technical report inclusive of a searchable master inventory of tools (spreadsheet/database),
executive summary, existing tool capabilities, market gaps, and an annotated bibliography/sources list.

Period of Performance: January 31, 2026-May 31, 2026
Task One: Data Collection & Tool Use Mapping

Objective: Develop a comprehensive catalogue of available tools, tool capabilities, accessibility, tool sustainability, and
the organizations or entities responsible for developing, maintaining or disseminating them.

CRDF Global Request for Proposal Page 1of 6



CRDFGLQ

Sample Activities include:

Build a classification schema for tool types (e.g. due diligence, access control, collaboration screening, data-
loss prevention, etc.)

Develop a standardized framework for inventorying available tools, including defining inclusion/exclusion
criteria

Conduct broad discovery drawing on the Contractor(s’) research security expertise and professional networks
across global research institutions, including identification of institution-developed or informal tools that may
not be publicly documented, supplemented by review of academic literature, publicly available resources,
open-source repositories, vendor materials, and procurement databases

Engage with vendors to obtain demos, documentation, or access to privately operated tools where possible
Catalogue relevant research security policies, institutional SOPs, and previous research security tool
assessments to inform tool categorization

Ensure that similar concepts are described using consistent, plain language across the tool inventory, even
when sources use different terminology

Populate a structured inventory of identified tools capturing clear, descriptive information appropriate to each
tool, such as its intended purpose, how it is used, how accessible it is, who created or maintains it, and any
known constraints or requirements

Clean and deduplicate database entries in the tool inventory

Task 1 Deliverables:

1.
2.

Standardized inventory framework
Annotated and indexed spreadsheet/database of available research security tools

Task Two: Landscape Review and Gap Analysis

Objective: Identify systemic, operational, and functional gaps across the global landscape of research security tools,
including tools that are widely available as well as those that are currently limited in distribution.

Sample Activities Include:

Develop a standardized framework for analysis and assessment of available tools, including tool scopes,
usefulness, availability/shareability, and cost viability metrics

Develop a consistent interview approach, including a standard interview guide, recruitment and informed
consent process, and conduct structured interviews with institutional leaders, technical staff, and government
counterparts (e.g. research security officers, research administrators, compliance personnel, researchers,
regulators, etc.). Interviews should assess how tools are identified, adopted, adapted, used in practice, where
gaps exist, and how widely tools are known, shared, or reused across institutions

Ensure that information collected is handled in a responsible manner, including applying reasonable data
security and privacy safeguards when working with sensitive or non-public institutional information

Examine how existing tools support core components of research security, including physical, cyber, and
personnel-related practices, to understand where tools align with institutional needs and where gaps remain
Review open-source materials, publicly available risk and threat analyses, and prior CRDF project reports to
understand how tools are currently used and to assess whether existing tools align with the types of risks
faced by research institutions

Evaluate each identified tool based on how well it performs its intended purpose, how practical it is for
institutions to adopt it for day-to-day operations, how accessible and sustainable the tool is over time, and
whether it meaningfully supports research security needs

Identify market gaps preventing institutions from implementing effective research security controls within
their institutions

Highlight duplication with existing initiatives and opportunities for complementary development of tools
Document known limitations, vulnerabilities, or adoption barriers originating from specific tools
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Compare existing tool capabilities with institutional research security needs and international best practices to
derive a prioritized set of tool development needs

Task 2 Deliverables:
1. Standardized tool analysis framework
2. Narrative landscape analysis of available tools for institutional research security, including commentary on
effectiveness, barriers to implementation, and relative development of the tool market.
3. Prioritized gap matrix emphasizing research security domains where tool development is necessary.

Task Three: Communication and Coordination with CRDF Global

Objective: The contractor(s) will be expected to participate in regular calls with CRDF Global, other experts contributing
to this effort, and provide post-activity completion reporting.

Sample Activities Include:

Participate in coordination calls and collaborate with other experts and/or a team of experts contributing to
the wholistic effort.
Provide regular progress updates to CRDF Global.

Provision of an after-action report highlighting lessons learned, recommendations for improvement, and ideas
for future CRDF Global activities

Task 3 Deliverables:

4.

Up to 12, one-hour virtual calls with CRDF Global, CTR, and/or other members of the expert team to

coordinate research and analysis, provide updates, and a final briefing on findings.

An after-action report that includes:

a. Anoverall assessment of the activity, including an identification of successes and lessons learned
from development of the landscape and gap analysis;

b. Key observations resulting from interviews with institutional research security professionals, data
analysis, and gap identification;

c. Recommendations for next steps and future work on this topic.

Tentative Schedule of Performance:

Task Deliverables Expected Delivery Date
1 Data Collection & Tool Use Mapping February-April 2026

2 Landscape Review and Gap Analysis April-May 2026

3 Communication and Coordination with CRDF Global February-May 2026

Contractor Requirements:

Ability/willingness to participate in a team of experts contributing to development of the final product(s)
Willingness to comply with changes/adjustments as directed by a customer
The SMEs will have demonstrated experience to prepare academic, professional, and/or government
reporting in one or more of the following areas:

o International guidelines and best practices in research security

o Institutional research security management

o Foreign collaborator risk management

o Institutional procurement and vendor selection

Proposal Requirements:
Each proposal must include:

Statement of Interest and Technical Capabilities
o Detailed description of services offered in correlation with the RFP scope and tasks. Your vision for the
completed scope and individual deliverables.
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e  Cost proposal
o  Prices must be indicated in USD
o Level of Effort- how many hours are dedicated to each task within this RFP
=  Cost proposals must outline the estimated hours per task and the associated hourly rates
e CV(s)
e List of recent experience in the RFP Subject Matter area and applicable references/past performance
e Any Small or Disadvantaged Business Designations (Veteran Owned, HUB Zone, Women Owned, Disadvantaged
Businesses)
e NAICS Codes: 541620 Environmental Consulting Services- Small Business Threshold $15 million, 541690 Other
Scientific and Technical Consulting Services — $15 million

Timetable:

01/01/2025: RFP Released

01/07/2026: RFP Questions due

01/09/2026: RFP Questions & Answers released
01/20/2026: RFP submissions due
01/31/2026: Contract start date

Contractor Selection Criteria:

CRDF Global will select the contractor that provides the best value in terms of overall price and experience. The
contractor should have proven experience working within institutional research security management, policy
development, and/or advanced and emerging technology research. Contractors with specific experience and expertise
in institutional research security implementation and management; institutional research security policy development;
and experiential knowledge of tool use and application will be prioritized over less experienced bidders.

Selection Criteria and Evaluation Methods:
Proposals submitted will be evaluated based on a prioritized set of criteria in this order: 1. Technical approach, 2. Past
Performance, 3. Price/Cost. These criteria are detailed below to assist contractors with preparation of proposals.

Technical Approach:
The technical approach will be evaluated based on the extent to which the vendor’s proposal demonstrates a thorough
understanding of the requirements and a feasible method to meet or exceed those requirements.
Subfactors:
e Understanding of the requirements
e Feasibility of the approach
e Innovation and technical enhancements (if applicable)
e Alignment with project goals

Price/Cost:
Price will be evaluated for reasonableness, fairness, and alignment with the proposed scope of work. The project seeks
a balance between competitive pricing and technical merit.

Past Performance:
The vendor’s level of expertise will be evaluated based on the CVs of the experts involved based on previous
organizational experience with similar activities.

Subfactors:
e  Overall cost compared to market rates
e Cost realism (to ensure the proposal is realistic given the scope)
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Evaluation Scoring Methodology:
Proposals will be evaluated on a 100-point scale. Scoring will be based on alignment with the stated objectives,
creativity and soundness of the proposed approach, and the realism of the scope, weighted according to the criteria
identified above.

e Technical Approach- Up to 45 points out of a possible 100

e  Price/Cost- Up to 30 points out of a possible 100

e Past Performance- Up to 25 points out of a possible 100

Best Value Trade-Off:

Successful proposals will be selected based on both technical and price factors, weighing them to determine which offer
represents the best value. Technical factors, such as experience, innovation, and past performance, may be more heavily
weighted than price. CRDF Global reserves the right to select a higher-priced proposal if it offers superior technical
benefits or overall value. CRDF Global retains full discretion to contract for all, some, or none of the activities included in
any proposal submitted under this RFP.

Submission:

Proposals should be submitted to procurement@crdfglobal.org & jcarpenter.ext@crdfglobal, no later than 17:00 Eastern
Standard Time January 20™, 2026. Proposals should be submitted as electronic documents in PDF, Word or Excel format
and please add “RFP Response Research Security Tool Landscape” to the subject line.

Background:

CRDF Global is an independent nonprofit organization founded in 1995 in response to the collapse of the Soviet Union
and the threat of large-scale proliferation of weapons technology from the region. With support authorized by the Nunn-
Lugar Act of 1991 and the Freedom Support Act of 1992, as well private foundation contributions, CRDF Global embarked
on bolstering the global scientific community and fostering alternatives to weapons research.

In the past 30 years, our work has expanded to address ever-changing global concerns, but our commitment to ensuring
the success of our partners remains the same. We are a leading provider of flexible logistical support, program design
and management, and strategic capacity building programs in the areas of higher education, CBRNE security and
nonproliferation, border security, cybersecurity, global health, technology entrepreneurship, and international
professional exchanges.

With offices in Arlington, VA; Kyiv, Ukraine; and Amman, Jordan, CRDF Global’s diverse staff and networks of local
community and government stakeholders deliver tailored programs that meet specific regional needs in over 100
countries across the globe.

Vision Statement:
Our world, healthy, safe, and sustainable.

Mission Statement:
Safety, security, and sustainability through science, innovation, and collaboration.

Values:

We do the right thing.

We care about each other and the people we work with.
We work together to deliver excellence

CRDF Global provides equal opportunities to all qualified individuals without regard to age, race, color, religion, sex,

sexual orientation, gender identity, national origin, protected veteran status, or disability. We are committed to
fostering a respectful, collaborative, and supportive work environment where all individuals can contribute and thrive.
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We recognize and uphold the inherent value and dignity of every person, and we strive to maintain a workplace that
honors a wide range of backgrounds, perspectives, and experiences.

More information is available at www.crdfglobal.org.

Solicitation Terms & Conditions:
Right to Select Suppliers. CRDF Global reserves the right to negotiate with and select all qualified suppliers at its own
discretion and is not obligated to inform suppliers of the methods used in the selection process. CRDF Global reserves

the right to dismiss any and/or all suppliers from the bid process and reject any and/or all proposals.

Obligation. This RFP does not bind nor obligate CRDF Global in any way. CRDF Global makes no representation, either
expressed or implied, that it will accept or approve in whole or in part any proposal submitted in response to this RFP.
CRDF Global may reward, in whole or in part, the proposal at its sole discretion.

Notification. CRDF Global will notify bidders following completion of the evaluation process, as to whether or not bidders
have been awarded the contract. The only information regarding the status of the evaluation of proposals that will be
provided to any inquiring bidder shall be whether or not the inquiring bidder has been awarded the contract. CRDF Global
may, at its sole discretion, inform any inquiring bidder of the reason(s) as to why it was not awarded the contract.

Binding Period. Following the due date of submission of this Proposal, the pricing included in this RFP shall be binding
upon the supplier for the duration of the contract.

Hold Harmless. By submitting a response to the RFP, bidder agrees that CRDF Global has sole discretion to select any
and/or all suppliers. During or following the conclusion of this process, bidders waive their rights to damages whatsoever
attributable to the selection process, materials provided, supplier selection, or any communication associated with the
RFP process and supplier selection.

Transfer to Final Contract. The terms and conditions of the RFP, including the specifications and the completed proposal,
will become at CRDF Global's sole discretion, part of the final contract (the "Agreement") between CRDF Global and the
selected bidder. In the event that responses to the terms and conditions will materially impair a bidder's ability to
respond to the RFP, bidder should notify CRDF Global in writing of the impairment. If bidder fails to object to any
condition(s) incorporated herein, it shall mean that bidder agrees with, and will comply with the conditions set forth
herein.

Exceptions. Any exceptions to the terms and conditions or any additions, which bidder may wish to include in the RFP,
should be made in writing and included in the form of an addendum to the applicable Section in the RFP.

CRDF Global Proprietary Information. Supplier agrees that all non-public information contained in this document and
communicated verbally in reference to this RFP by CRDF Global shall be received for the sole discretion and purpose of
enabling the supplier to submit an accurate response to this RFP. The information contained in this RFP and disclosed
during the course of negotiations and communications are proprietary in nature and under no circumstances to be
disclosed to a third party without prior written consent from CRDF Global.

Supplier Proprietary Information. Information contained in the response to this RFP will be considered proprietary in
nature if marked "confidential" or "proprietary". Such marked documents will not be disclosed to third parties outside
CRDF Global with the exception of retained consultants under contractual confidentiality agreements.
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